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6 400 invalid_scope
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“REZED scope [BEIRTE
CERTDIFATUMIFFRIEN TN
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server_error

RAY—NOFHLBENIS—

8 503 temporarily_unavailable
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HTTP/1.1 400 Bad Request

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no—cache

Content—-Length: xxx

{
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}
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REFATEZTIV—2a20 B0 TEEEBRELLET , £D LT, AuthorizationTURFRA 2k
BEUTokenTURRA U EEITRED VT R/ A—BscopelZluserid I & SHTEELY,

51. UYIRk

URL https://api.smt.docomo.ne jp/cgi10/userid/get

HTTP AVwk GET

HTTP A4 4 Authorization

BILL] FORAN—UVERTE
B/ AT ar A

& [Bearer + AR—X + <access_token> IO X TT I LRI FBET S,

HTTP Avw4 4 X-API-Version

Bl APl DN—Dav &S
MEYI—RED/N—2avFESFM1.016T 5,
B/ AT ar A

f& 1.0

JOTRMDY T ILELTIZRLET,

GET /userid/get HTTP/1.1

User—Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/33.0.1750.117
Safari/537.36

Host: api.smt.docomo.ne,jp

Content-Length: 0

Authorization: Bearer Fprp6k3idtlwheeTt6d2c T3RcRIMePmfOjZbmQnRZRrh

X-API-Version: 1.0

52. LRARUR(EEER)
EERBROLAR RAEEEFLUTISRLET,
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No |[IEH nE &5
1 ATF—RZXa—F 200
2 Body M application/json;charset=UTF-8
Content-Type
3 Body @ UTF-8
XFa—K
4 Cache—Control AN no—store
g
5 Pragma N4 no-cache
6 Body M IVTATARTADYAX
Content-Length
7 WWW-Authenticate | Bearer+t R/X— X +realm="userid”
8 X-API-Version APIDON—DavES JOTRRERUEN
RA 8Byte (FARFESRUV/IER) —TavESEM
54%
£ LRKRURIGA—4H
R’SA—8 | 1X52—4 % x
No HEHA gl F A | /e 3 42 A #=E
12 3 % A Jl &
1 MEHE | Body result_code O | string BE | #ARF “2000”
Ba—K | (JSON) 4Byte BE &
2 a—# Body user_id - String - FARAEPFES
ID (JSON) 0x3070x39,0x4170x5A,0

x6177A,0x2B,0x2F,0x3D

(Baseb64 T>O—Ka&h

1=1fiE)

LRARADY T IVEUTIZTRLET,

FREBOER UASEHIN S FBEL TS,

HTTP/1.1 200 OK

Date: Wed, 19 Nov 2011 09:24:37 GMT

Content-Type: application/json;charset=UTF-8

WWW-Authenticate: Bearer realm="userid”

X-API-Version: 1.0

16




NTT DOCOMO Confidential
Copyright © 2015 NTT DOCOMO, Inc. All Rights Reserved

{

“result_code”:“2000”,

“user_id”:“UG4UUE/IHqT C6gx0cHnhbykKzmZIstJX1wNmvFBVzwg3RLgbOnayJVxqZ2RCy009”

}

53. LRARVR(TS5—HF)
I3—HDOLARY ZEHREUTITRLEY
No EHHE NE -
1 AT—HRIA—F 400,401,403,404,405,408,500,503 RESH DL ELE
Ba—FIZk>TR
T—HRAI—FN
ELb,
FHMEIrR aE
WRI—F—-HK)
SR,
2 Body M application/json;charset=UTF-8
Content-Type
3 Body M UTF-8
XFa—F
4 Cache—Control AN no-store
&
5 Pragma N4 no-cache
6 Body ® IVTFATARTADH AR
Content—Length
7 WWW-Authenticate | Bearer+t A/X— X +realm="userid”
HTTP R7—A2XT5—400,401,403 D& NEH R
IZECTHRE:
error="[T5—a—FXF5|]"
400:error="invalid_request”
401:error="invalid_token”
403:error="insufficient_scope”
8 X-API-Version APl D/NN—23V S JOIZRRERLEN
RA 8Byte (FARFRSRV/IER) —DavESE
59%
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£ LRAKRIRINGA—E

INSA—=4 ING A4 W XF FI FA = 6 XX
No HBE % i) £
Eal 4 A 5l & F @5l
1 AR HE Body result_code O String & 5 EHEHF HHEIR WBEE
£3—F | (JSON) 4Byte Ra—F-E IR

® LBFERI—F—-RK

No | BR% AT—HARO—F | K& WEFERI—K IS

1 EER | 200 EERT 2000 -

2 EER | 400 YHIAMFIE 4000 INGA—BTRE
(FBLALN—
CavESE%)

3 401 REAERETE 4100 FELGWT I+
Ab=0v. 5%
WEE S ER Y
ho7HERM—
o

4101 HEDI—HA

FELLZWESE
(sp E—FRE2H
&)

4 403 TOERERLL 4500 scope N —E

5 404 JOITRURL 2 &7%L - -

5 405 ZiEAYYR - -

6 408 BALT I+ 3001 — R EER
EE

7 500 RERETS— - -

8 503 Y—ERF AT 3002 BREERESE

LARVADHY T IILEUTIZRLED,

HTTP/1.1 401 Unauthorized

Date: Wed, 19 Nov 2011 09:24:37 GMT

Content-Type: application/json;charset=UTF-8

WWW-Authenticate: Bearer realm="“userid”
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error="invalid_token”

X-API-Version: 1.0

“result_code”:“4100”

6. APIE@&E)TJ7LX

AETIE UIITAR LRARVR £BITS5—a—FRIZDWVTRLET,

6.1. JOUITRL

APl ZE1TF 5=OITIX VITRMD YT INTA—RIZ APIKEY INTA—REEHIMBELH
YEF,HBH.d Trb, T—2FEE BOX DF APl [CDUVT, APIKEY /RSA—AR(InF o EmYE
FTDT., & APL DHEEER) 7L RETSHRZELY,

PITINGA—52 APIKEY

iEA APl ¥ —, 7 )r—aviclca=—JIft5EShd+—,
WA/ T av B

1 HHF

JOTARD GET 2T ILELTFIZRLETS,

GET /knowledgeQA/v1/ask?q= A B #) D F B RIT L (FRAPIKEY=CAPI ¥—> HTTP/1.1

User—Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/33.0.1750.117
Safari/537.36

Host: api.apigw.smt.docomo.ne jp

Connection: keep-alive

Accept: application/json

User-Agent: <&IS5AT7 M

Accept—Encoding: gzip,deflate,sdch

A—YHDEAENELT D APl 2ET95=HIZE. EEIZMA., VI ARD Authorization
ANYRZT O RAN=OEEHDIDENRHYET,

HTTP Av& £ Authorization
Ho:| OAuth §25F R F— L Authorization ~Ny4
WA/ ATy BAIED APILEFERATE7TIr—2a0 05E A
{&E [Bearer + AR—R + <access_token> IDTKXTTIERMN—IERET 5,
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A—HDIRAENELT S APIOYHITARD POSTHUTIILELUTFIZRLET,

POST /1/contact/add?APIKEY=<APIKEY> HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/33.0.1750.117

Safari/537.36

Host: phonebook—api.smt.docomo.ne jp
Content-Type: application/json; charset=utf-8
Content-Length: 1234

Authorization: Bearer <access_token>

{

“key” . “value"

}

6.2. LARUR
LARVADY T ILELTIZRLET,

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Date: Fri, 01 Nov 2013 10:13:46 GMT
Content-Length: 286

Connection: keep-alive

{
code: “S020010”,

message:

{

textForDisplay: “A4 U A—R YR THRR=EAH, —fuld,. HH I TT, 7,

textForSpeech: “A U A—RYNTCRARECAH, — il . AH -V TT,”
3
answers: [
{

rank: “1”,
answerText: “HA—1)>",
linkText: “R— a ZAFIL7,

linkUrl: “http://aaa.aaa.com”
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rank: “2”,
answerText: “1—1JA-HH—)>",
linkText: “R—T b ZARJL7,

linkUrl: “http://bbb.bbb.com”

63. H£BIS—a—F

AETTIL. docomo Developer support VAT LHE APl H@ITRENTSHITS5—a—KERLE
T, 8. d T, T—HFRE BOX DF APHIZTDOWTIEREANERYET DT, & API DHEEER
)7L RETSRZELN,

IS —AvtE—U—K

I>—7ER I>—F#M/5%8 | T 3 — 3 — F | Error #jl IS>—HAOAE | HTTP reason
(messageld) (text) Stats phrase
Code
1 | EREE-ER% 1. 12—+ 4 X[ | POLSLA008 policyExcepti 401 Unauthoriz
INRT—RRIEIZ on -UNAUTHORIZED- ed
&% Basic FBAET Check the
7— username/password
2.APIKEY £ XI[d | POLSAL009 policyExcepti Unable to perform | 401 Unauthoriz
APIKEY {ERIE(Z on ApiKey based ed
FBHRETS— Authentication
3R TS— POLO0001 policyExcepti -ACCESS 403 Forbidden
on DENIED-  Service

not associated with

ServiceGroup

2 | CoS 1.Throughput #2 | POLSLAO001 policyExcepti Access denied for | 403 Forbidden
@7 ItR on crossing the
maximum TC
messages
2Volume #i@7 | POLSLA002 policyExcepti Access denied for | 403 Forbidden
JtR on crossing the
maximum VC
messages
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3{EATT® API | POLSLA005 policyExcepti Access denied for | 403 Forbidden
IZxLTOT7IE on accessibility
2
3 | Southbound 1T RB | THRLOO4 policyExcepti request rate | 403 Forbidden
Throttling ExBBELI=TY on reached, Please try
S after sometime
4 | OAuth 1.79+AX—%> | OAUTHEOO1 policyExcepti OAuth Access | 403 Forbidden
resource BLT7OEX on Token is null or
Server empty in the
request
2791 A+—%> | OAUTHE002 policyExcepti Invalid OAuth | 403 Forbidden
FIETS— on Access Token in the
request
3.0Auth 4 —/3T | OAUTHEO03 policyExcepti Error in  getting | 503 Service
77— on access token details Unavailabl
from OpenAM e
OAuth2.0
Authorization server
5| 4% 7x— | 1. Endpoint ¥E#: | SVCEXCP503 policyExcepti | EndPoint #E# TS | 503 Service
S I5— on —IRE—=VITRELT= Unavailabl
IS—AytE—IM e
HhshEy™
2. YUTARME SVCEXCP400 policyExcepti String index out of | 400 Bad
IE on range: —1 Request

31 Endpoint IEHiRF Reset i% (Connection Refuse) D154 Connection refused
Endpoint 1E#E5<BX (Connection not open)M 154 No route to host
Endpoint 3E#EENZ (Response timeout) D15 E: Read timed out

Endpoint $EHi & RFIYIET (Response close)M15A: Connection reset &

IS5—LRARVAENITA—VE

L AR R Content-Type application/json; charset=ISO-8859-1

ITS5—LRRVRINGA—A

No. NG A=A Bl WA ad
1 requestError IS5—L ARV RIGE O Object
2 requestError/policyException L AR RIEER (@) Object
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3 requestError/policyException@messageld I5—a—FK (@) String
4 requestError/policyException@text IS—ANE O String

*IS5—LRARVRHUTIL

{
“requestError”{
“policyException”{
“messageld”:“POLSLAQ08”,

“text”:“Unable to perform ApiKey based Authentication”
}

BE,
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LZET . scope /INTA—R(ZIETTERDscope (FEL) IDEEZTIHEELESLY,

N

API & scope (F14) scope (E4)

MEBEE MEBIEE dialogue

FLREESEHE FLooREESEHE curation

d 7+k BEE-BE)ADOIRF PhotoGetContentsList
BE-HEORG PhotoGetContent
BEE-HEOT7YIA—F PhotoUploadContent
DTIREETREDHER PhotoGetVacantSize
EEREHRODER PhotoUpdateRotatelnfo

AVTUYDHEIR

PhotoUpdateTrashlnfo

T—3RE BOX H—EXRBERIHILEADTIER DataboxAll
Hi@ a—H 1D DG userid
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